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Abstract 
 This article examines how LoRa technology and Raspberry Pi are integrated to develop 

advanced IoT systems for groundwater monitoring in agricultural areas. Utilizing LoRa’s long-
range, low-power data transmission, the system enables continuous monitoring over vast 
regions, with Raspberry Pi supporting real-time data processing and remote accessibility. In 
peer-to-peer LoRa communication, the transmitting module is termed the server, while the 
receiving module is the client. Typically, Arduino, equipped with measurement sensors, 
functions as the server, while Raspberry Pi is the client that processes incoming data. The 
communication relies on a “packet forwarding„ mode, where devices transmit data packets via 
an intelligent gateway. This gateway uses a smart agent to manage connections, handle polling 
processes, decode packets, and periodically upload consolidated data to cloud applications. 
Featuring an embedded web server, the gateway allows remote configuration via desktop or 
mobile interfaces, enabling on-the-go updates. Designed for cloud integration, the system offers 
cost-efficient, long-distance communication, making it an ideal solution for large-scale 
groundwater monitoring in agriculture, requiring minimal maintenance and effort. 

 

Keywords:  
LoRa, Gateway, MQTT, Internet of Things (IoT), Raspberry Pi. 

 

1 Introduction 

The Internet of Things (IoT) is reshaping industries by enabling seamless connectivity 
for various applications, from small sensors to large-scale systems, facilitating efficient data 
exchange and remote monitoring. According to recent projections, the IoT market is expected 
to grow at a compound annual growth rate of over 25%, reaching an estimated USD 1.5 trillion 
by 2027. Despite this rapid growth, one of the key challenges in IoT deployments, particularly 
in remote or rural areas, is achieving reliable, cost-effective connectivity over long distances. 
LoRa (Long Range) technology has emerged as a promising solution, as it provides minimal 
energy usage with wide-area networking capabilities ideal for connecting IoT devices across 
expansive geographical areas. 

In agricultural regions, groundwater monitoring is vital for sustainable water resource 
management. Agriculture accounts for 70% of global freshwater withdrawals, with efficient 
groundwater monitoring becoming increasingly important as global water demand rises. 
(Febrita, 2022) Traditional monitoring systems, however, are often costly and limited by 
connectivity constraints in rural locations. LoRa technology, when integrated with the 
Raspberry Pi, a cost-effective, versatile computing platform, offers an innovative approach to 
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overcoming these limitations. Recent studies indicate that LoRa networks can cover distances 
up to 10-15 kilometers in open areas and support thousands of devices per network gateway, 
making them ideal for large-scale environmental monitoring applications (Augustin et al., 
2016). 

This article examines how LoRa technology and Raspberry Pi are integrated to develop 
advanced IoT systems for groundwater monitoring in agricultural areas. Utilizing LoRa’s long-
range, low-power data transmission, the system enables continuous monitoring over vast 
regions, with Raspberry Pi supporting real-time data processing and remote accessibility. In 
peer-to-peer LoRa communication, the transmitting module is termed the server, while the 
receiving module is the client. Typically, Arduino, equipped with measurement sensors, 
functions as the server, while Raspberry Pi is the client that processes incoming data. The 
communication relies on a “packet forwarding” mode, where devices transmit data packets via 
an intelligent gateway. This gateway uses a smart agent to manage connections, handle polling 
processes, decode packets, and periodically upload consolidated data to cloud applications. 
Featuring an embedded web server, the gateway allows remote configuration via desktop or 
mobile interfaces, enabling on-the-go updates. Designed for cloud integration, the system offers 
cost-efficient, long-distance communication, making it an ideal solution for large-scale 
groundwater monitoring in agriculture, requiring minimal maintenance and effort. Moreover, 
the relevance of multi-criteria optimization of sensor networks—as addressed in Jurík et al. 
study (2021)—is evident in the need to balance factors such as transmission reliability, distance, 
and environmental constraints when configuring sensor nodes in a complex terrain or 
infrastructure. Their analysis identifies parameters that can inform the structural design of 
sensor networks operating under diverse environmental conditions. 

2 System Design and Implementation 

The design and development of intelligent IoT systems for monitoring groundwater in 
agricultural regions require robust and reliable connectivity, especially in remote areas where 
traditional network infrastructure may be limited or absent. This article proposes an IoT-based 
groundwater monitoring solution to address these challenges by integrating Long Range (LoRa) 
technology with the Raspberry Pi platform. The integration leverages LoRa’s long-range, low-
power communication capabilities and the Raspberry Pi’s data processing versatility, offering 
a cost-effective solution for large-scale and continuous monitoring applications. 

2.1 Hardware Components 

The system design's primary hardware components include the LoRa module, Raspberry 
Pi, and environmental sensors. Each component ensures that data collection and transmission 
are efficient and sustainable, even across vast agricultural landscapes. 

LoRa Module - LoRa technology operates on unlicensed ISM frequency bands, 
offering long-distance communication with minimal power consumption. Its low-power wide-
area network (LPWAN) capabilities allow the LoRa module to transmit data over several 
kilometers, particularly in rural or dispersed agricultural settings where cellular or Wi-Fi 
connectivity is unavailable (Memonova, 2023). By reducing power demands, LoRa technology 
extends the battery life of connected devices, thus lowering maintenance costs and minimizing 
the need for frequent replacements or recharging (Augustin et al., 2016; Davronbekov, 2016). 

Raspberry Pi - As a versatile and affordable computing platform, Raspberry Pi serves 
as the system's central control and processing unit. It collects sensor data, processes it in real-



 
Gulrukh Memonova - Jamshid Isroilov DESIGN AND DEVELOPMENT OF INTELLIGENT IOT 

SYSTEMS UTILIZING LORA TECHNOLOGY AND 
RASPBERRY PI 

  

166 

 

time, and coordinates the communication between end devices and the cloud. The Raspberry 
Pi has USB, HDMI, and GPIO pins, enabling easy integration with sensors and peripherals. 
Furthermore, the Raspberry Pi allows for edge processing, which means that basic data filtering 
or analysis can occur locally before transmitting only essential data to the cloud, thereby 
reducing the overall data transfer requirements and associated costs (Upton, 2016). 

Sensors - Various sensors, such as water level, temperature, and pH sensors, are 
deployed to monitor groundwater parameters in real time. The water level sensor monitors 
changes in groundwater levels, a critical metric for evaluating the availability and health of 
water resources in agricultural areas. Temperature sensors help track seasonal variations, while 
pH sensors assess water quality, ensuring the suitability of groundwater for irrigation. These 
sensors are connected to the Raspberry Pi, which aggregates and processes their data streams 
before sending relevant information to the cloud (Edwin et al., 2022). 

2.2  Data Transmission and Network Architecture 

The proposed system operates on a peer-to-peer topology network, where devices 
equipped with sensors and LoRa modules communicate directly with each other without relying 
on a central hub or gateway. Each device can function in this architecture as a transmitter and 
receiver, allowing for decentralized data transmission. This flexibility enables a more robust 
and adaptable network design, especially suitable for remote and rural agricultural areas 
(Augustin et al., 2016; Aakash, 2020). Peer-to-peer topology enhances the system’s reliability 
by eliminating a single point of failure, a limitation often encountered in centralized networks 
like a star topology. Each LoRa module communicates independently with others in this 
configuration, forming a dynamic and scalable network capable of adjusting to varying 
communication needs. LoRa’s long-range capability, which supports data transmission up to 
15 kilometers in rural areas, ensures effective connectivity among devices dispersed over large 
agricultural fields (Petäjäjärvi et al., 2017). To facilitate efficient data sharing and processing, 
the system uses LoRa packet forwarding, where each device forwards data packets until they 
reach the intended recipient or a central cloud server. This mechanism reduces latency and 
ensures critical data reaches its destination even in challenging network conditions. The peer-
to-peer approach is particularly beneficial when deploying a gateway is impractical or costly. 
The communication protocol in this system relies on the MQTT protocol for lightweight, real-
time data exchange and RESTful APIs for application-level interactions. Devices are 
configured to periodically collect data, process it locally, and share results with other devices 
in the network. This distributed approach to data management reduces the processing burden 
on any single device, improving the system's overall efficiency (Akyildiz, 2002). The LoRa-
based peer-to-peer design is energy-conscious, with optimized power usage tailored for battery-
operated sensors in remote locations. It allows each device to function independently without 
frequent battery replacements. Integrating decentralized communication and energy-efficient 
protocols ensures scalable, reliable, cost-effective groundwater monitoring across extensive 
agricultural regions. (Rahim, 2002). This peer-to-peer architecture eliminates the need for 
central coordination, making it an optimal solution for monitoring applications in 
geographically dispersed or isolated environments. The system’s scalability and robustness 
allow for the seamless addition of new devices, enabling continuous, real-time monitoring even 
as network demands grow. 
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2.3  Cloud Integration and Remote Access 

Once data is collected and processed by the Raspberry Pi, it is sent to a cloud-hosted web 
application that provides storage, real-time analytics, and remote access to authorized users. 
Farmers and resource managers can monitor groundwater levels, assess water quality, and 
detect trends over time through the cloud platform. RESTful APIs and the MQTT protocol 
facilitate seamless communication between the gateway and the cloud, allowing quick and 
secure data transfers. 

The integration of cloud services also enables data accessibility through various 
platforms, including desktop applications, web browsers, and mobile apps, thus providing 
flexibility for users to access critical information anytime and anywhere. By enabling remote 
monitoring, this IoT-based system supports sustainable water resource management in 
agriculture, empowering users to make informed decisions that improve crop health and reduce 
water wastage (Weiping Wang, 2024). This system demonstrates how LoRa and Raspberry Pi 
can work together to address connectivity and monitoring challenges in IoT applications for 
agriculture. By offering a scalable, low-cost solution for groundwater monitoring, this 
technology can potentially transform water resource management practices, especially in 
regions with limited infrastructure. The efficient combination of real-time data access and 
advanced transmission design makes this system suitable for sustainable agricultural 
development. Fig.1. 

Fig. 1: Data transmission system architecture based on LoRa technology 
 

 

Source: Own processing 
 

A LoRa-based application typically includes endpoint devices, a gateway, and a network 
server or cloud-based web application. At the heart of the architecture is the proposed gateway, 
which combines a Raspberry Pi minicomputer with a LoRa board. The left side of the diagram 
shows the LoRa and diver devices, and the right side shows the connection to the cloud-based 
web application. In peer-to-peer LoRa communication, the module that transmits data is called 
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the server, and the module that receives data is called the client.  In most cases, the Arduino 
acts as a server in the field together with measurement sensors, while the Raspberry Pi serves 
as a client to receive and process this data. In this basic architecture, the proposed gateway plays 
a crucial role as a bidirectional relay or protocol converter. Meanwhile, the cloud-hosted web 
application is responsible for decoding packets from the end devices and creating packets to be 
sent back to them. 

 

3 System Software Design 

This section outlines the software design aspects essential for an IoT groundwater 
monitoring system that leverages LoRa technology and the Raspberry Pi. Key elements include 
configuring the LoRa library, setting up the Raspberry Pi operating system and programming 
environment, developing data acquisition and processing algorithms, establishing reliable data 
transmission protocols, and detailing the overall system architecture and workflow. 

 

3.1  LoRa Library and Configuration 

The LoRa module acts as the communication link between the sensors in the field and the 
central Raspberry Pi unit, which processes and sends data to the cloud. Configuring the LoRa 
library and its settings is essential in ensuring efficient, energy-saving, and long-range 
communication. The LoRa library, such as pyLoRa for Python, includes essential 
functionalities for initializing the LoRa module, managing frequency bands, and adjusting 
parameters like the spreading factor and coding rate. The spreading factor, in particular, impacts 
both range and data rate: a higher spreading factor improves range at the cost of slower data 
rates. In comparison, a lower factor increases speed but reduces the distance covered. 

To optimize communication efficiency, the configuration process involves selecting a 
frequency compatible with regional regulations, such as 868 MHz in Europe. Configuring error-
correcting codes and transmission power helps maintain data integrity over long distances. This 
careful configuration is critical in agricultural monitoring, where sensors may be dispersed over 
vast areas, and power efficiency is a priority. Despite this, we explored installing and 
configuring several compatible LoRa libraries to evaluate their suitability for LoRa technology. 
Below, we provide a comparative analysis of the features of these libraries. Our experiments 
revealed that using the pyLoRa library for LoRa technology in our system offered several 
notable advantages, making it the most suitable choice for our implementation. 

This table compares the LoRa library (such as pyLoRa for Python) with other popular 
communication libraries used in IoT applications: RF24, Sigfox, and Z-Wave. The LoRa library 
is advantageous in applications requiring long-range, low-power, and reliable communication 
across large, remote areas. This advantage is particularly evident in agricultural monitoring, 
where devices are often scattered over a wide area. LoRa’s spreading factor adjustment and 
coding rate configuration support more significant control over data rate and range, helping 
maintain data integrity and reliability over long distances. When we used libraries such as RF24, 
Sigfox, and Z-Wave in our experiments, the results showed that enough efficiency could be 
achieved using the pyLoRa library for the above system. Also, while the alternatives RF24, 
Sigfox, and Z-Wave are suitable for specific applications, they lack the flexibility that LoRa 
offers for adjusting parameters such as spread factor and frequency range control. 
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Table 1. LoRa library comparison analysis table of communication libraries used in IoT applications. 
Feature pyLoRa RF24 Sigfox Z-Wave 

Reliability 

Highly; designed for 
robust, long-range, 

low-power 
applications; 

provides error 
correction. 

Moderate; 
reliable at short 
range but may 
suffer at longer 
ranges due to 
interference 

High reliability, 
but limited to the 

Sigfox network 
infrastructure 

High within 
confined, low-
interference 
areas (e.g., 
homes) but 

limited range 

Frequency 
Range Control 

configurable to 
regional bands (e.g., 
868 MHz in Europe, 
915 MHz in the US) 

Limited to 2.4 
GHz 

Fixed, depending 
on the region 
(global Sigfox 

network) 

Limited, 
operates in the 
900 MHz band 
for licensed Z-

Wave 

Spreading 
Factor 

Adjustment 

Adjustable to 
balance range and 
data rate based on 
application needs 

Not applicable 
Not applicable; 

Sigfox has a fixed 
spread factor 

Not applicable; 
fixed spread 

factor 

Coding Rate 
Configuration 

Supports coding rate 
adjustments to 

ensure data 
integrity over long 

distances 

Limited; basic 
error checking 

only 

Fixed coding 
structure by the 
Sigfox network 

Basic error 
correction, not 

adjustable 

Power 
Efficiency 

Optimized for low-
power, long-range 
applications with 

adaptive data rate 
capabilities 

Moderate; 
optimized for 

low-power, short-
range 

communication 

High power 
efficiency due to 
low data rates, 

but fixed network 
infrastructure 

High in short-
range networks, 
less suitable for 

large areas 

Source: Own processing 

3.2  Raspberry Pi OS and Programming Language (Python) 

Raspberry Pi, running on Raspberry Pi OS (a Debian-based operating system), was 
chosen for its versatility and compatibility with IoT applications. We use Python as the primary 
programming language because of its ease of use, extensive libraries, and strong community 
support, which is helpful for IoT software development. Python libraries, such as RPi.GPIO, or 
gpiozero, simplifies interactions with the Raspberry Pi’s GPIO pins, allowing seamless sensor 
integration and data acquisition (Upton, 2016). In this project, we used Python libraries like 
RPi.GPIO and gpiozero to simplify interactions with the GPIO pins of the Raspberry Pi. These 
libraries provide user-friendly APIs that abstract the complexity of low-level GPIO operations, 
making it easier to integrate sensors and collect data seamlessly. The RPi.GPIO library, known 
for its straightforward configuration and flexibility, allows precise control over pin modes and 
event detection, which is crucial for managing multiple sensors in real-time applications. On 
the other hand, gpiozero is a high-level library designed to make hardware interaction more 
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accessible, particularly for beginners or rapid prototyping, through intuitive abstractions like 
device classes. We chose these libraries over alternatives such as WiringPi and pigpio because 
of their ease of use, robust community support, and compatibility with Python, the primary 
language for our system. Although WiringPi offers extensive functionality, its C-based 
implementation is less suited for Python-based projects. Similarly, pigpio, while excellent for 
advanced PWM and remote GPIO, introduces unnecessary complexity for basic sensor 
integration tasks in this application. Thus, the combination of RPi.GPIO and gpiozero balance 
our IoT system's simplicity, functionality, and reliability, ensuring seamless communication 
with GPIO-connected sensors while minimizing development overhead (Upton, 2016).  

 Table 2: Feature comparison of Raspberry Pi GPIO libraries. 
Feature RPi.GPIO Gpiozero WiringPi pigpio 

Programming Language Python Python C, Python Python, C 
Ease of Use Moderate High Low Moderate 
Abstraction Level Low-level High-level Low-level Moderate-level 
Advanced PWM Support Limited Limited Good Excellent 
Remote GPIO Support No Yes No Yes 
Community Support High High Moderate Moderate 

Best Use Case 
Precise control, 
flexibility 

Prototyping, 
simplicity 

Advanced 
functionality 

High-frequency signals, 
remote applications 

Source: Own processing 

3.3  Data Transmission Protocols 

Using Python on the Raspberry Pi for concurrent processes such as data collection, 
processing, and storage dramatically improves system performance through multithreading. 
Integrating the paho-mqtt library for the MQTT protocol adds robust communication 
capabilities that enable seamless data transfer to the cloud. Each thread is responsible for a 
specific function: 

1. The thread reads data from sensors (such as water level, temperature, and pH sensors) 
connected using GPIO pins and processes them in real time. 

2. A dedicated thread performs local preprocessing, including error handling, noise 
filtering, and data transfer preparation. 

3. The final thread uses the MQTT protocol to send data to the cloud application through 
the paho-mqtt library, ensuring secure and reliable communication. 

This multi-threaded structure allows the Raspberry Pi to efficiently perform multiple 
tasks simultaneously, making it ideal for real-time monitoring in remote agricultural areas. 

We chose the paho-mqtt library for its compatibility with the MQTT protocol, a 
lightweight messaging protocol ideal for IoT applications. In addition, we will outline below 
the main reasons why we chose Paho-MQTT over alternatives such as EMQTT and HBmqtt. 
 The paho-mqtt library provides a simple interface for publishing and subscribing to 

MQTT topics, making it easy to integrate into Python-based applications. 
 It supports multiple Quality of Service (QoS) levels, enabling the user to customize the 

reliability of message delivery depending on the application’s needs. 
 Paho-mqtt is optimized for stable, long-term data transmission in resource-constrained 

environments like Raspberry Pi. This is critical for agricultural monitoring, where 
devices often operate in harsh, remote areas (Danil, 2024) 

 Paho-mqtt is backed by a large community and extensive documentation, ensuring strong 
support and regular updates (Wang et al., 2024). 
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Paho-mqtt library's lightweight design, strong reliability, and compatibility with IoT 
applications make it the best choice for this system, especially in scenarios that require real-
time data transmission with minimal resource consumption. 
 The Raspberry Pi acts as an MQTT client and publishes data to a central MQTT broker hosted 
on the cloud. Using the paho-mqtt Python library, the Raspberry Pi establishes secure 
communication channels, ensuring that all transmitted data remains protected (Ford et al., 
2022). 

RESTful HTTP is a backup protocol for scenarios requiring data push or pull from the 
cloud, facilitating data synchronization between the cloud and the gateway. MQTT and HTTP 
support encryption methods such as TLS (Transport Layer Security) to secure data 
transmission, which is particularly important when handling sensitive environmental data. This 
dual-protocol approach ensures reliable data flow from the field sensors to the cloud, where 
authorized users can access and analyze it. 

4 Conclusion 

This article delves into the design and development of intelligent IoT systems using 
LoRa technology and Raspberry Pi to address the growing demand for seamless connectivity 
in IoT applications. The study's primary goal was to create a cost-effective, efficient, and 
reliable solution for real-time groundwater monitoring in agricultural areas. LoRa technology, 
with its long-range and optimized power-consumption features, was chosen for its ability to 
ensure dependable communication over vast rural areas, where traditional wireless 
communication technologies often fail. The integration of Raspberry Pi further enhances the 
system by offering real-time data processing, local storage, and cloud integration, creating a 
robust platform for data-driven decision-making in agriculture. 

The system employs LoRa end devices with sensors for measuring groundwater 
parameters such as water level, pH, and temperature. These devices communicate with a 
centralized gateway, constructed using Raspberry Pi and a LoRa module. The gateway 
aggregates data and transmits it to a cloud-hosted platform using MQTT protocols, enabling 
authorized users to access remotely via mobile apps and web interfaces. Compared to similar 
technologies, the system's reliance on LoRa reduces power consumption, minimizes costs, and 
ensures reliable long-distance communication, making it suitable for large-scale deployments 
in agricultural regions. 

One of this project's key innovations was using the Python-based paho-mqtt library to 
facilitate multithreaded data collection and transmission. This approach significantly improved 
the system's efficiency, allowing it to handle simultaneous data acquisition, processing, and 
transmission processes. Additionally, the careful configuration of LoRa parameters, such as 
spreading factor and frequency, ensured optimal performance while adhering to regional 
regulatory standards. 

Recent statistics underline the relevance of such systems. IoT growth in agriculture is 
expected to grow at a compound annual growth rate of 14.7% and is likely to grow further by 
2027, clearly reflecting the growing need for agricultural technologies. Furthermore, 
groundwater levels in many agricultural regions have declined by up to 70% over the past two 
decades, highlighting the urgency for effective monitoring solutions. 
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The proposed system demonstrates high scalability, reliability, and efficiency, 
addressing critical challenges in agricultural water management. It bridges the gap between 
traditional methods and modern IoT technologies, providing a sustainable solution for farmers. 
While this study focused on groundwater monitoring, the system's modular design allows for 
potential applications in other fields, such as environmental monitoring and disaster 
management.  
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