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Abstract   
This article focuses on the benefits of knowledge and understanding of international certificates 
for academic IT management, governance, project management, and software development 
teachers. This article does not discuss standards for programming languages and techniques.  
To deliver quality teaching, following standardisation trends and incorporating them into the 
course syllabus is essential. However, first, it is necessary to identify which standards will shape 
the future of IT management and which ones are merely hype driven by the current situation.  
In this article, we will focus more closely on standards that have already been verified and have 
become best practices in their field. We will also show some of the results of our research and 
formulate hypotheses for our upcoming scientific research.  
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1 Introduction 

In the dynamic world of Information Technology (IT), where efficiency, reliability, and 
security are paramount, adherence to established standards is crucial. Specific standards have 
emerged as pillars of IT management and governance among the available frameworks and 
methodologies. In this article, we describe three standards:  

 ITIL (Information et al. Library),  
 COBIT (Control Objectives for Information and Related Technologies),  
 and PRINCE2 (Projects IN Controlled Environments). 

 
Each of these frameworks adopts a distinct approach to IT management, encompassing 

service delivery, governance, and project management. By understanding the principles and 
practices outlined in these standards, organisations can streamline their operations, enhance 
service quality, mitigate risks, and achieve their strategic objectives. 

 
In connection to university education, authors Smith & Johnson (2020) consider teaching 

about standards a natural part of the curriculum. University teachers are pivotal in shaping the 
future generation of IT professionals. As educators, they develop technical knowledge and 
support students in developing a comprehensive understanding of industry practices, standards, 
and methodologies. Familiarity with commonly known IT standards such as ITIL, COBIT, and 
PRINCE2 is therefore helpful for university lecturers for several reasons, such as: 
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Integrating these standards into the curriculum raises the learning experience by 
providing students with practical insights into industry-relevant practices. By aligning course 
content with established standards, lecturers ensure that students are equipped with the 
knowledge and skills demanded by the IT industry. 

According to Patel & Jones (2019), organisations worldwide widely adopt IT standards 
to optimise IT service delivery, governance, and project management. By incorporating 
discussions on methodologies into their lectures, educators bridge the gap between theoretical 
concepts and real-world applications, preparing students for the challenges they will encounter 
in professional settings. 

Employers increasingly value candidates with knowledge of established standards, as it 
demonstrates their readiness to contribute effectively to organisational goals from day one. 

Professors and lecturers often research to advance knowledge in their respective fields. 
Familiarity with IT standards supports research collaborations, enabling academics to explore 
emerging trends, evaluate the effectiveness of existing frameworks, and propose innovative 
solutions to industry challenges. 

The IT landscape constantly evolves, with new technologies and methodologies emerging 
rapidly. By staying up-to-date with developments in IT standards, lecturers ensure their 
professional growth and remain valuable resources for their students and the broader academic 
community. 

 
University lecturers should be familiar with ITIL, COBIT, and PRINCE2 to enrich the 

educational experience, enhance industry relevance, prepare students for successful careers, 
facilitate research opportunities, and support their continual professional development. By 
embracing these standards, educators empower the next generation of IT professionals to thrive 
in a dynamic and competitive global market (Garcia & Martinez, 2017; Nguyen & Tran, 2018; 
Lee & Wong, 2019).  

 
While teaching IT standards can significantly benefit the students, educators should be 

mindful of common pitfalls that they may prevent during the learning process (SMITH & 
JOHNSON, 2020): 

Focusing solely on theoretical aspects without providing practical examples or case 
studies can lead to student disengagement. Lecturers should strive to balance theory and 
application, ensuring students understand how these standards are implemented in real-world 
scenarios. 

IT standards can be pretty complex, especially for students new to the field. Presenting 
too many concepts without breaking them down into parts can overwhelm learners. Lecturers 
should adopt a step-by-step approach, gradually introducing complex topics and providing 
opportunities for clarification and reinforcement. 

Additionally, failing to contextualize the relevance of IT standards within the broader IT 
landscape and organizational context can limit students' understanding. Lecturers should 
illustrate the practical implications of these standards by referencing industry examples, case 
studies, and success stories. This helps students appreciate the value proposition of adhering to 
IT standards in diverse organisational settings. 

Encouraging rote memorisation of IT standard frameworks and terminology without 
fostering deep conceptual understanding undermines the learning process. Instead, educators 
should promote critical thinking and analytical skills by encouraging students to analyse, 
evaluate, and apply the principles underlying these standards to solve complex problems. 

Last but not least, effective implementation of IT standards often requires collaboration, 
communication, leadership skills, and technical proficiency. Lecturers should integrate 
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opportunities for teamwork, presentation, and interpersonal skill development into their 
curriculum. 

By knowing these common pitfalls, educators can tailor their teaching approaches to 
maximise student engagement, comprehension, and retention of IT standards, ultimately 
preparing them for success in the dynamic and demanding field of IT. 
 

2 Understanding IT Standards 

IT standards refer to established frameworks, methodologies, guidelines, and best 
practices that define how organisations should manage, implement, and govern information 
technology. These standards provide a structured approach to various aspects of IT operations, 
including service management, governance, security, project management, and software 
development. 

 
According to authors Smith & Johnson (2020), IT standards ensure consistency and 

efficiency in IT operations by providing a standardized set of guidelines and procedures. They 
establish uniform practices that streamline processes and minimise errors, improving 
productivity and resource utilisation. IT professionals can ensure the quality and reliability of 
IT services and products. Standards specify best practices and performance benchmarks, 
enabling organisations to deliver consistent, high-quality solutions that meet user requirements 
and industry standards. 

IT standards also help mitigate risks and ensure compliance with regulatory requirements 
and industry standards. They address various risk factors, such as security vulnerabilities, data 
breaches, and service disruptions, by prescribing preventive measures and control mechanisms. 
Standards also promote interoperability and compatibility among IT systems, applications, and 
components. They define standard interfaces, protocols, and data formats, enabling seamless 
integration and communication between disparate systems, thereby enhancing efficiency and 
scalability. 

IT standards can foster a culture of continuous improvement by providing frameworks 
for evaluating and optimising IT processes and practices. They emphasise the importance of 
feedback loops, performance measurement, and iterative refinement, empowering organisations 
to adapt to changing business needs and technological advancements. 

Compliance with widely accepted standards demonstrates a commitment to excellence, 
quality, and best practices, instilling trust and confidence among customers, partners, and 
stakeholders. 
 

Standards also serve as foundational pillars in ensuring the effectiveness, reliability, and 
security of IT operations across diverse organizational landscapes (Wang & Lee, 2018). 

IT standards establish uniform processes, procedures, and methodologies, eliminating 
redundancies and inefficiencies in IT operations. Standards streamline workflows and optimise 
resource utilisation by providing clear guidelines for incident management, change 
management, and service delivery tasks. Standards facilitate the efficient allocation of 
resources, including human capital, infrastructure, and budgetary resources. By defining best 
practices for resource management, standards help organisations prioritise investments, 
minimise waste, and maximise return on investment (ROI). Many IT standards encourage 
automation and innovation as a means to improve efficiency. By adopting automation tools and 
embracing innovative technologies, organisations can streamline repetitive tasks, accelerate 
processes, and drive continuous improvement in IT operations. 
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IT standards promote consistency and predictability in IT operations by defining 
standardised approaches and methodologies. This consistency ensures that IT services and 
solutions are delivered reliably and meet predefined performance criteria, fostering stakeholder 
trust and confidence. Standards play a crucial role in mitigating risks and vulnerabilities in IT 
operations. By prescribing preventive measures, control mechanisms, and best practices for risk 
management, standards help organisations identify, assess, and mitigate potential threats to the 
reliability and availability of IT services. They also emphasise the importance of resilience and 
business continuity in IT operations. By establishing guidelines for disaster recovery, backup 
procedures, and redundancy measures, standards ensure that organisations can withstand 
disruptions and maintain uninterrupted service delivery in the face of adverse events. 

IT standards also define security baselines and best practices for safeguarding IT assets, 
data, and systems. These standards establish minimum security requirements, such as access 
controls, encryption standards, and security configurations, to protect against unauthorised 
access, data breaches, and cyber threats. Standards help organisations achieve compliance with 
regulatory requirements and industry standards related to information security. By aligning with 
frameworks such as GDPR, ISO 27001, and the NIST Cybersecurity Framework, organisations 
demonstrate their commitment to protecting sensitive information and ensuring regulatory 
compliance. Many IT standards emphasize the importance of security awareness and training 
for IT professionals and end-users. Organisations can mitigate human-related security risks and 
enhance their overall cybersecurity posture by promoting a culture of security awareness and 
providing training on security best practices. 
 

3 Overview of Commonly Known IT Standards 

Several methodologies have been developed for IT management in recent decades, 
primarily based on processes designed to address individual problems or tasks within the IT 
management framework. Most of these models were developed by solving actual functions in 
practice. They are, therefore, often referred to as so-called "best practices," i.e., the most 
effective solution to the given problem. This section describes the commonly used standards 
ITIL, COBIT 5, and PRINCE2 (Horniakova, 2022). 

 
ITIL 
ITIL is an IT service management framework that outlines best practices for delivering 

IT services. A systematic ITIL approach can help businesses manage risks, strengthen customer 
relationships, implement cost-effective practices, and build a stable IT environment that enables 
growth and change (AXELOS, 2020). 

ITIL has undergone several revisions in its history; the current version is ITIL 4. This 
version maintains the original focus and strongly emphasises supporting an agile and flexible 
IT department. It currently consists of a schema covering the various IT service life cycle 
processes and phases. The scheme contains recommendations and a framework to help 
organisations standardise IT service management processes. In the latest version, these 
processes are organised according to 3 types of procedures (Fig. 1): 

• Management practices, 
• Service management practices, 
• Technical management practices. 
ITIL, the most frequently used IT methodology in organisations, provides a certification 

scheme intended for individual IT professionals. As organisations continue to implement ITIL 
processes, the need for experts continues to grow. You can read more about the certification 
scheme on the official website of Axelos, the authority to issue ITIL certificates. 
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Fig. 1: Organization of processes in individual practices  

 

 
Source: (AXELOS, 2020) 

COBIT5 
COBIT was designed as a support tool for managers, allowing them to bridge the critical 

gap between technical issues, business risks, and control requirements. It is a recognised 
methodology that can be applied to any organisation in any industry. Overall, COBIT ensures 
the quality, control, and reliability of information systems in an organisation, which is also the 
most critical aspect of any modern business (ISACA, 2012). 

The COBIT framework provides a common language for IT professionals, compliance 
auditors, and business managers. They can communicate about the same IT goals, controls, and 
results. 

The primary difference between the ITIL and COBIT methodologies lies in their focus 
on operations, management, and delivering IT services to best support the business. In contrast, 
COBIT focuses on strategic management and aligning IT goals and values with business goals. 
Like ITIL, COBIT also provides a certification scheme for individual IT professionals. 

 
PRINCE2 
It is based on common practice and is flexible for all projects, regardless of their type or 

scope. It contains seven main principles, seven processes, seven topics, two techniques, roles 
in the project organisation, and mutual relations between these elements. The methodology is 
tested on thousands of projects and regularly improved to best adapt to current requirements. It 
guides managers on best practices for project management (AXELOS, 2017). 

Like its predecessors, the PRINCE2 methodology was founded because projects were not 
delivered on time. In 2013, it was acquired by the company Axelos, which in 2017 implemented 
the last significant modification to the form in which the PRINCE2 methodology is known 
today.  
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In practice, several standard methodologies (ITIL, COBIT, TOGAF, PRINCE2, CMMI) 
exist for IT management and separate areas such as project management, risk management, or 
information security management. Figure 2 clearly outlines the relationships between 
individual methodologies, their areas of overlap, and how they complement each other. 

It is based on the COBIT methodology, which is the background and consists of five 
domains: 

• Evaluate, Direct, and Monitor—domains that ensure the stakeholders' needs are 
evaluated by identifying and agreeing on the objectives to be achieved. These goals are 
prioritised and monitored for performance. They represent the governance domain. 

• Plan, Align, organise, Build, Acquire and Implement, Deliver, Service and Support, 
Monitor, Evaluate, and Assess domains that ensure the planning, implementation, operations, 
and monitoring of activities that should be following the set goals. 

 

Figure 2: Coverage of selected standards with the COBIT methodology 

 
Source: (ISACA, 2012) 

Standards of various areas subsequently cover these individual domains. There are 
standards such as PRINCE 2 and PMBOK in the field of project management. They mainly 
affect planning and implementation. There is also the TOGAF enterprise architecture standard, 
which covers primarily the area of planning and partly extends to implementation. We can see 
the ITIL methodology in the lower left part of the image. It mainly affects the field of IT 
operations and also the implementation itself. The ISO 27000 standard, for example, 
encompasses all areas of development and monitoring, as it is an IT security management 
standard that is applicable in all areas. It begins with design and continues through 
implementation, operation, and important monitoring. 

Therefore, it is obvious that organisations in IT management are often not satisfied with 
a single standard or methodology. For effective functioning, a suitable combination of several 
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factors is necessary. Implementing the given standards and methods depends only on the 
organisation's capabilities and possibilities. 

Nowadays, organisations cannot ignore these methodologies. Based on the facts 
mentioned from the beginning, IT professionals must ensure the implementation of these 
standards in organisations. Here, it is also worth reminding that even if the standards provide 
experience, it is always important first to carry out an appropriate analysis of the 
implementation, the so-called "tailoring", i.e. choosing for the given organisation what is 
helpful from the particular standard and not just blindly following the procedures (Horniakova, 
2022). 

 

3.1 Teaching IT Standards in the University 

Incorporating IT standards into university curricula is crucial for preparing students to 
meet the demands of the rapidly evolving IT industry. There are several reasons to do so, such 
as (Smith & Johnson, 2020): 

 Alignment with industry practices - IT operates within established standards 
and best practices. By incorporating IT standards into university curricula, 
educators ensure that students have the knowledge and skills to navigate real-
world IT environments. This alignment with industry practices enhances the 
relevance and practicality of students' education, bridging the gap between 
academic theory and professional application. 

 Enhanced employability - Employers increasingly seek candidates who possess 
knowledge of industry-standard frameworks and methodologies. By exposing 
students to IT standards such as ITIL, COBIT, and PRINCE2 during their 
academic studies, universities enhance their graduates' employability and 
competitiveness in the job market.  

 Preparation for professional certifications - Many IT standards are 
accompanied by professional certification programs offered by accredited 
organisations. By integrating IT standards into university curricula, educators lay 
the groundwork for students to pursue certification exams and attain industry-
recognized credentials. This preparation enhances students' resumes and 
demonstrates their commitment to ongoing professional development, setting 
them apart as qualified and competent IT professionals. 

 Holistic skill development - Studying IT standards goes beyond memorising 
frameworks and terminology. It fosters the development of critical thinking, 
problem-solving, and decision-making skills. By engaging with case studies, 
group projects, and practical exercises centred around IT standards, students learn 
to analyse complex scenarios and apply theoretical concepts to real-world 
situations. This holistic approach to skill development prepares students to tackle 
the multifaceted challenges they will encounter in their future careers. 

 Adaptability to technological change - Rapid technological advancements and 
evolving industry trends characterise the IT landscape. By exposing students to 
IT standards, universities develop a mindset of adaptability and continuous 
learning. Students who understand IT standards' principles are better equipped to 
adapt to new technologies, methodologies, and industry paradigms throughout 
their careers, ensuring their long-term success and relevance in the ever-changing 
IT field. 
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Effective teaching of IT standards involves implementing strategies that balance 
theoretical knowledge with practical applications, provide real-world context through examples 
and case studies, and foster critical thinking and analytical skills. Here's a deeper exploration 
of each strategy (Wang & Lee, 2018): 

 
Balancing Theory and Practical Applications 

Begin by establishing a solid foundation of theoretical knowledge, explaining the core 
concepts, principles, and frameworks of the IT standards being taught. This ensures that 
students grasp the underlying theories and methodologies. Complement theoretical lectures 
with hands-on activities, simulations, and practical exercises that allow students to apply the 
concepts they have learned in real-world scenarios. For example, students could participate in 
role-playing exercises to simulate IT service management processes or project management 
scenarios. 

 
Providing Real-World Examples and Case Studies 

Introduce real-world examples and case studies demonstrating how IT standards are 
applied in various industries and organisational contexts. Highlight success stories, best 
practices, and lessons learned from organisations implementing the standards effectively. Also, 
invite industry professionals with experience implementing IT standards to share their insights, 
experiences, and practical tips with students. Hearing from practitioners provides students with 
valuable real-world perspectives and enhances their understanding of the relevance of IT 
standards in professional practice. 

 
Encouraging Critical Thinking and Analytical Skills 

Present students with challenging scenarios, dilemmas, or problems related to IT 
standards and ask them to analyse, evaluate, and propose solutions. Encourage student 
discussion, debate, and collaboration to foster critical thinking and problem-solving skills. 
Incorporate opportunities for students to reflect on their learning experiences critically, identify 
strengths and weaknesses in IT standards implementation, and explore alternative perspectives. 
Encourage students to question assumptions, challenge existing practices, and propose 
innovative approaches to IT management and governance. 

 
By implementing these strategies, educators can effectively teach IT standards, ensuring 

that students develop a deep understanding of theoretical concepts, acquire practical skills, and 
cultivate critical thinking abilities essential for success in the IT industry. 

3.2 Curriculum Integration 

Integrating IT standards into university curricula is essential for preparing students to 
navigate the complexities of the IT industry. Practical approaches to incorporating IT standards 
into university courses (Patel & Jones, 2019): 

 
Dedicated Courses on IT Standards 

   Design dedicated courses that focus specifically on IT standards such as ITIL, COBIT, 
PRINCE2, or others. These courses can be structured to cover the foundational principles, 
frameworks, implementation strategies, and real-world applications of each standard. Provide 
in-depth coverage of each IT standard, allowing students to comprehensively understand its 
core concepts, principles, and methodologies. This approach enables students to acquire 
specialised knowledge and skills related to IT standards, making them proficient in their 
application. 
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There is also useful to align dedicated courses on IT standards with professional 
certification exam objectives, preparing students to pursue industry-recognized certifications. 
Offer resources, study materials, and exam preparation workshops to support students' 
certification endeavours. 

 
Integration into Existing IT Management, Project Management, or Software Engineering 
Courses 

   Integrate modules or units on IT standards into existing courses related to IT 
management, project management, software engineering, or other relevant disciplines. 
Embedding IT standards within broader course content ensures that students understand the 
role of standards in specific contexts and disciplines. Adopt an interdisciplinary approach by 
integrating IT standards across multiple courses within the curriculum. For example, 
incorporate ITIL discussions into IT service management courses, integrate COBIT into 
courses on IT governance, or discuss PRINCE2 in project management courses. 

   Emphasise the practical applications of IT standards by incorporating case studies, 
simulations, and project assignments that require students to apply standard frameworks and 
methodologies to real-world scenarios. This approach reinforces theoretical concepts and 
enhances students' ability to translate knowledge into practice. 

 
Collaborative Projects and Hands-On Exercises Centered Around IT Standards 

   Facilitate collaborative learning experiences by organising group projects and team-
based assignments centred around IT standards. Assign students to teams and challenge them 
to analyse, design, implement, and evaluate IT solutions using standard frameworks and 
methodologies. Design hands-on exercises and practical workshops that allow students to 
interact with IT standards in a controlled environment. Provide access to simulation tools, 
software platforms, or virtual environments that enable students to experiment with 
implementing IT standards and observe their impact on IT operations. 

   Foster partnerships with industry organizations, consulting firms, or IT service 
providers specialising in implementing IT standards. Collaborate with industry partners to 
develop real-world projects, case studies, or internship opportunities that expose students to 
authentic IT standards implementation scenarios. 

 
Educators can ensure that students receive a comprehensive education that prepares them 

to effectively apply standard frameworks and methodologies in their future careers by 
integrating IT standards into university courses through dedicated courses, module integration, 
and hands-on exercises.  

 

3.3 Partial outputs of the research 

During the year 2021 (April-June and October/November), we researched Slovak 
university teachers' interest in certification in project management. A survey was conducted to 
learn how educators are aligned in teaching the project management course with some of the 
well-known PM methodologies. They also used the possibility of cooperating with the praxis 
to improve the curriculum quality and knowledge shared with the students.  

The survey was answered by 109 educators over 49 faculties within Slovak higher 
education institutions with the following results. 
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Fig. 3: Coverage of the curriculum by the specific PM standard 

 
Source: Own work 

Figure 3 shows that educators at universities typically teach according to one of the most 
frequently used standards in the field of project management (PM). 89% of teachers stated that 
they use either PMI, IPMA, or PRINCE2 methodology when teaching a subject focused on 
project management. 

 

Fig. 4: Future alignment with the specific PM standard 

 
Source: Own work 
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Figure 4 shows the educators' responses to the questions about implementing some of the 
key standards in PM. Almost two-thirds want to implement some of the standards in the future. 
This indicates that Slovakia's level of alignment with standards is high in the field of teaching 
project management subjects. 

Another interesting part of the survey focused on cooperation with praxis, which is one 
of the most critical pillars in education according to standards. 

Fig. 5 Cooperation with the praxis in the PM subjects 

 
Source: Own work 

As shown in Figure 5, educators partially utilize the possibility of cooperation in practice. 
Less than half of the respondents reported using this possibility to bring new insights, case 
studies, cooperation with a thesis, or mentoring to their lectures. 

If the educator uses an offer that, in many cases, is in the form of lectures (54%), followed 
by thesis coaching (33%), and last but not least, mentoring (13%) 

Fig. 6: Form of the cooperation with the praxis 

 
Source: Own work 
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Our partial research revealed consistency or areas for improvement regarding the 
incorporation of standards into teaching. We started with project management and will continue 
in other areas of IT management. 

 

4 Conclusion  

As the IT industry evolves rapidly, equipping students with a comprehensive 
understanding of industry standards is essential for their success in the dynamic and competitive 
landscape. Educators empower students with frameworks such as ITIL, COBIT, PRINCE2, and 
others by empowering them with the tools and knowledge needed to excel in their future 
careers. IT standards provide a common language and framework for IT professionals, ensuring 
consistency, efficiency, reliability, and security in IT operations. They also enhance 
employability, as graduates with knowledge of industry standards are better prepared to meet 
the demands of employers and contribute effectively to organisational success. 

 
Our research revealed a relatively high pace among Slovak higher education teachers and 

their approach to incorporating standard methodologies. We can see that educators perceive the 
need to modernize teaching and adapt to new knowledge in the IT area. 

 
Educators must prioritize integrating IT standards into their curricula to ensure students 

receive a comprehensive and relevant education. Educators can provide students with the skills, 
knowledge, and mindset needed to thrive in the IT industry by incorporating IT standards into 
courses, modules, and practical exercises. This integration should be ongoing and proactive, 
with educators continually updating course content to reflect the latest developments in IT 
standards and industry best practices. This article offers several possible ways to integrate into 
the everyday education process. 
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